User’s Manual

Copyright

The contents of this publication may not be reproduced in any part or asawhole, stored, transcribed in
an information retrieval system, trandated into any language, or transmitted in any form or by any
means, mechanical, magnetic, eectronic, optica, photocopying, manual, or otherwise, without the

prior written permission.

Trademarks

All products, company, brand names are trademarks or registered trademarks of their respective
companies. They are used for identification purpose only. Specifications are subject to be changed

without prior notice.
FCC Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
againgt radio interference in a commercial environment. This equipment can generate, use and radiate
radio frequency energy and, if not ingtalled and used in accordance with the instructions in this manual,
may cause harmful interference to radio communications. Operation of this equipment in a residential
areaislikely to cause interference, in which case the user, at his own expense, will be required to take

whatever measures are necessary to correct the interference.

CE Declaration of Conformity

This equipment complies with the requirements relating to eectromagnetic compatibility, EN
55022/A1 Class B.

The specification is subject to change without notice.
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Chapter 1 Introduction

Congratulations on your purchase of this outstanding Wireless Broadband Router. This product is
specifically designed for Small Office and Home Office needs. It provides a complete SOHO solution
for Internet surfing, and is easy to configure and operate even for non-technica users. Instructions for
installing and configuring this product can be found in this manual. Before you install and use this
product, please read this manual carefully for fully exploiting the functions of this product.
Functions and Features

Router Basic functions

I  Auto-sensing Ethernet Switch
Equipped with a 4-port auto-sensing Ethernet switch.
I  WAN type supported
The router supports some WAN types, Static, Dynamic, PPPoE , PPTP ,L2TPR, Dynamic IP
with Road Runner.
1 Firewall
All unwanted packets from outside intruders are blocked to protect your Intranet.
1 DHCP server supported
All of the networked computers can retrieve TCP/I P settings automatically from this product.
1  Web-based configuring
Configurable through any networked computer’s web browser using Netscape or Internet
Explorer.
1 Virtual Server supported
Enable you to expose WWW, FTP and other services on your LAN to be accessible to
Internet users.
1  User-Definable Application Sensing Tunnel
User can define the attributes to support the special applications requiring multiple
connections, like Internet gaming, video conferencing, Internet telephony and so on, then this
product can sense the application type and open multi-port tunnel for it.
1 DMZ Host supported
Lets a networked computer be fully exposed to the Internet; this function is used when
special application sensing tunnel feature is insufficient to allow an application to function

correctly.
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1 Satistics of WAN Supported
Enables you to monitor inbound and outbound packets

Wirdess functions

I High speed for wirelessLAN connection
Up to 54Mbps data rate by incorporating Orthogona Frequency Division Multiplexing
(OFDM).
1 Roaming
Provides seamless roaming within the IEEE 802.11b (11M) and |IEEE 802.11g (54M)
WLAN infrastructure.
1 1EEE 802.11b compatible (11M)
Allowing inter-operation among multiple vendors.
1 |EEE 802.11g compatible (54M)
Allowing inter-operation among multiple vendors.
1 Auto fallback
54M, 48M, 36M, 24M, 18M, 12M, 6M datarate with auto fallback in 802.11g mode.
11M, 5.5M, 2M, 1M datarate with auto fallback in 802.11b mode.

Security functions

1 Packet filter supported
Packet Filter allows you to control access to a network by analyzing the incoming and
outgoing packets and letting them pass or halting them based on the | P address of the source
and destination.
1 Domain Filter Supported
Let you prevent users under this device from accessing specific URLSs.
1 URL Blocking Supported
URL Blocking can block hundreds of websites connection by ssimply akeyword.
1 VPN Passthrough
The router also supports VPN pass-through.
1 802.1X supported
When the 802.1X function is enabled, the Wireless user must authenticate to this router first
to use the Network service.
1 Support WPA-PSK and WPA
When the WPA function is enabled, the Wirel ess user must authenticate to thisrouter first to
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use the Network service
1 SPI Mode Supported
When SPlI Mode is enabled, the router will check every incoming packet to detect if this
packet isvalid.
1 DoSAttack Detection Supported
When this feature is enabled, the router will detect and log the DoS attack comes from the

Internet.

Advanced functions

1 System time Supported
Allow you to synchronize system time with network time server.
1 E-mail Alert Supported
Therouter can send itsinfo by mail.
1 Dynamic dns Supported
At present the router has 3 ddns.dyndns, TZO.com and dhs.org.
I SNMP Supported
Therouter supports basic SNMP function.
1 Routing Table Supported
Now, the router supports static routing.
1 Schedule Rule supported
Customers can control some functions, like virtua server and packet filters when to access or

when to block.

Other functions

1 UPNP (Universal Plug and Play)Supported
Therouter aso supports this function. The applications. X-box, Msn Messenger.

Packing List
1  Wirdess broadband router unit
1 Ingallaion CD-ROM
1 Power adapter
1 CAT-5UTPFast Ethernet cable
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Chapter 2 Hardware Installation

2.1 Pandl L ayout

2.1.1. Front Panel

Figure 2-1 Front Panel

LED:
LED Function Color Satus Description
Power S ) )
POWER | Green On Power is being applied to this product.
indication
System o _ . .
M1 Green Blinking | M1 isflashed once per second to indicate system is alive.
status
USB port o
usB o Green On The USB port islinked.
activity
WAN port On The WAN port islinked.
WAN o Green
activity Blinking | The WAN port issending or receiving data.
Wireless o i o o
Wireless Green Blinking | Sending or receiving datavia wireless
activity
6
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An active station is connected to the corresponding LAN
Link/Act. On
1 Link status | Green port.
Blinking | The corresponding LAN port is sending or receiving data.
Dataistransmitting in 2100Mbps on the corresponding
10/100 | DataRate | Green On
LAN port.
RESET | Button To reset system settings to factory defaults
7

PDF created with pdfFactory trial version www.pdffactory.com



http://www.pdffactory.com
http://www.pdffactory.com

2.1.2. Rear Pand

Figure 2-2 Rear Panel

Ports:

Port Description

PWR Power inlet

WAN the port where you will connect your cable (or DSL) modem or
Ethernet router.

Port 1-4 the ports where you will connect networked computers and other
devices.
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2.2 Procedure for Hardware I nstallation

2. Decide whereto place your Wireless Broadband Router
You can place your Wireless Broadband Router on a desk or other flat surface, or you can mount it
on awall. For optimal performance, place your Wireless Broadband Router in the center of your
office (or your home) in alocation that is away from any potential source of interference, such asa
metal wall or microwave oven. Thislocation must be close to power and network connection.

2. Setup LAN connection

a. Wired LAN connection: connects an Ethernet cable from your computer’s Ethernet port to one
of the LAN ports of this product.

b. Wireless LAN connection: locate this product at a proper position to gain the best transmit

performance

Existing
Connection

Powar

Figure 2-3 Setup of LAN and WAN connections for this product.

3. Setup WAN connection
Prepare an Ethernet cable for connecting this product to your cable/xDSL modem or Ethernet
backbone. Figure 2-3 illustrates the WAN connection.

4. Power on
Connecting the power cord to power inlet and turning the power switch on, this product will
automatically enter the self-test phase. When it is in the self-test phase, the indicators M1 will be
lighted ON for about 10 seconds, and then M1 will be flashed 3 times to indicate that the self-test

operation has finished. Finally, the M1 will be continuously flashed once per second to indicate
that this product isin normal operation.
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Chapter 3 Network Settings and Software I nstallation

To use this product correctly, you have to properly configure the network settings of your computers
and ingtall the attached setup program into your MS Windows platform (Windows 95/98/NT/2000).

3.1 Make Correct Networ k Settings of Your Computer

The default 1P address of this product is 192.168.123.254, and the default subnet mask is
255.255.255.0. These addresses can be changed on your need, but the default values are used in this
manual. If the TCP/IP environment of your computer has not yet been configured, you can refer to

Appendix A to configureit. For example,

1. configure IP as 192.168.123.1, subnet mask as 255.255.255.0 and gateway as
192.168.123.254, or more easier,

2. configure your computers to load TCP/IP setting automatically, that is, via DHCP server of
this product.

After ingalling the TCP/IP communication protocol, you can use the ping command to check if your
computer has successfully connected to this product. The following example shows the ping procedure

for Windows 95 platforms. First, execute the ping command
ping 192.168.123.254
If the following messages appesr:
Pinging 192.168.123.254 with 32 bytes of data:
Reply from 192.168.123.254: bytes=32 time=2msTTL =64
a communication link between your computer and this product has been successfully established.
Otherwiseg, if you get the following messages,
Pinging 192.168.123.254 with 32 bytes of data:
Request timed out.
There must be something wrong in your ingalation procedure. You have to check the following items
in sequence;
1. IstheEthernet cable correctly connected between this product and your computer?

Tip: The LAN LED of this product and the link LED of network card on your computer must be
lighted.

2. Isthe TCP/IP environment of your computers properly configured?

Tip: If the IP address of this product is 192.168.123.254, the IP address of your computer must
be 192.168.123.X and default gateway must be 192.168.123.254.

10
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Chapter 4 Configuring Wireless Broadband Router

This product provides Web based configuration scheme, that is, configuring by your Web browser,
such as Netscape Communicator or Internet Explorer. This approach can be adopted in any MS
Windows, Macintosh or UNIX based platforms.

| —
Printer

| wyywwll

Wireless Broadband Router

Fast Ethernet

. "h—-
| g
. L ¥
—-_— — ——
Windows | Mac Unix-like
11
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4.1 Sart-up and Login

Administrator's Main

Menu System Status
1 Item WAN Status Sidenote
Eematning Lease Time 00:00:00 Eeconfigunng
dblaASIS TP Address 0.0.0.0
+ Forwarding Rules Subnet Mask 0.0.0.0
+ Security Setting Gateway 0000
+ Advanced Setting ‘Domam IMame Zerver 0000
+ Toolbox Item Peripheral Status Sidenote
Printer{TTSB0Y Mot ready
Statistics of WAN Inhound Outhound
Octets 0 R84
TTnicast Packets 0 0
Mon-unicast Packets 0 3
“iew Log... Clients List... | Help | Refresh

Device Time: Fri Cct 01 00:00:25 2004

Activate your browser, and disable the proxy or add the IP address of this product into the
exceptions. Then, type this product’s IP address in the Location (for Netscape) or Address (for IE)
field and press ENTER. For example: http://192.168.123.254.

After the connection is established, you will see the web user interface of this product. There are two

appearances of web user interface: for general usersand for system adminigtrator.

To log in as an adminigtrator, enter the system password (the factory setting is ”admin”) in the
System Password field and click on the L og in button. If the password is correct, the web appearance
will be changed into adminigtrator configure mode. As listed in its main menu, there are several

options for system administration.

12
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4.2 Satus

Administrator's Main

Device Time: Fri Cct 01 00:00:25 2004

This option provides the function for observing this product’s working status:
A. WAN Port Status.

If the WAN port is assigned a dynamic I P, there may appear a “Renew” or “Release” button

on the Sidenote column. You can click this button to renew or release IP manually.

B. Statigicsof WAN: enables you to monitor inbound and outbound packets

13
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Item WAN Status Sidenote
Eematning Lease Time 00:00:00 Eeconfigunng
dblaASIS TP Address 0.0.0.0
+ Forwarding Rules Subnet Mask 0.0.0.0
+ Security Setting Gateway 0000
+ Advanced Setting ‘Domam IMame Zerver 0000
+ Toolbox Item Peripheral Status Sidenote
Printer{TTSB0Y Mot ready
Statistics of WAN Inhound Outhound
Octets R84
TTnicast Packets 0
Mon-unicast Packets 3
“iew Log... Clients List... | Help | Refresh
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4.3 Wizard

Administrator's Main
Menu

Setup Wizard

+ Basic Setting

+ Forwarding Rules

+ Security Setting

+ Advanced Setting

setup Wizard will gmde vou through a basic configuration procedure step by step.
+ Toolbox

Mext= |

Setup Wizard will guide you through a basic configuration procedure step by step.Press  ”Next >”

Administrator's Main
Menu

Setup Wizard - Select WAL Type

. . 0 ISP assigns yvou a static IP address. (Static TP Address)
+ Basic Setting

e e s ol e @ Obtain an [P address fom ISP automatically. (Dynatic IP Address)

+ Security Setting C Dynamic IP Address with Road Runner Session Management. 2.z Telstra
BigPond)

+ Advanced Setting

+ Toolhox 0 Some ISPz require the use of PPPoE to connect to theit services. (PPP over
Ethernet)

0 Some ISPs require the use of PPTP to connect to their services. (PETE)

0 Sotme ISPs require the use of L2TP to connect to their services. (L2TF)

= Back | Undo | Mext =

Setup Wizard - Select WAN Type: For detail settings, please refer to 4.4.1 primary setup.

14
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4.4 Basic Setting

Adminisirator's hMain
Menn

Basic Setiing

* Primary Setup
+ Basic Setting - Configure LAN IF, and select WAN type.
+ Forwarding Rules * DHCP Server
- The settings include Host IP, Bubnet Mask, Gateway, DNS, and WINS
configurations.
+ Advanced Setting * Wireless

- Wireless settinga allow you to confimare the wireless confimuration items.
+ Toolhox : B e 2

* Change Password
- Allow you to change system password.

4.4.1 Primary Setup — WAN Type, Virtual Computers

Administrator's Main

Menu Primary Setup
Ttem Setting

P LAN TP Address [192.168.123.254

- Basic Settin P WA Type Dynamic IP Address _Change... |

: ]I:"rn'n_'eu, : P Host Mame I {optional)

P WAN's MAC Address |DD-50-29-22-3A—AC Restare MAC |
P Eenew IP Forever 7 Enable {Auto-recannsct)

+ Forwarding Rules Savel Unda | Yirtual Computers. .. | Help |

+ Security Setting

+ Advanced Setting

+ Toolhox

15
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Press “Change”

Adminisirator’s Main

Menu Choose WAN Type
Type Usage
O Static IP Address I5P assigns you a static [P address.
o Dynamic IP Address Obtain an IP address from ISP automatically.
O Dynamic IP Address with Road Runner Session Management (e g. Telstra BigPond)
O PPP owver Ethernet Some ISPs require the use of PFPoE to connect to thewr
SEFVICES.
O PPTP Some ISPs require the use of PPTP to connect to their
+ Forwarding Rules e
O L2TP Some ISPz require the use of L2TP to connect to thewr

+ Security Setting

SETVICES.

+ Advanced Setting

+ Lol _Swe|_Cancel |
0o01D0x

This option is primary to enable this product to work properly. The setting items and the web
appearance depend on the WAN type. Choose correct WAN type before you start.

1. LANIPAddress: thelocal IPaddress of this device. The computers on your network must use the
LAN IP address of your product as their Default Gateway. You can changeit if necessary.

2. WAN Type: WAN connection type of your ISP. You can click Change button to choose a correct

one from the following four options:
A. StaticIPAddress: ISPassigns you a static | P address.
Dynamic IPAddress: Obtain an 1P address from ISP automatically.
Dynamic IP Address with Road Runner Session Management.(e.g. Telstra BigPond)
PPP over Ethernet: Some ISPsrequirethe use of  PPPOE to connect to their services.

PPTP: Some ISPsrequiretheuse of PPTPto connect to their services.

mm o0 W

L2TP:. Some ISPsrequiretheuse of L2TPto connect to their services

4.4.1.1 Satic|PAddress

WAN IP Address, Subnet Mask, Gateway, Primary and Secondary DNS: enter the proper setting
provided by your ISP,
4.4.1.2 Dynamic | P Address

1. Host Name: optiona. Required by some I SPs, for example, @Home.

16
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2. Renew IP Forever: this feature enables this product to renew your |P address automatically when
the lease timeis expiring-- even when the system isidle.
4.4.1.3 Dynamic | P Address with Road Runner Session Management.(e.g. Telstra BigPond)

1. LAN IPAddressisthe IP address of this product. It must be the default gateway of your

computers.
2. WAN Typeis Dynamic IP Address. If the WAN type isnot correct, changeit!
3. Host Name; optional. Required by some ISPs, e.g. @Home.

4, Renew IP Forever: this feature enable this product renew | P address automatically when the

lease timeis being expired even the system isin idle state.

4.4.1.4 PPP over Ethernet

1 PPPOE Account and Password: the account and password your |SP assigned to you. For security,
this field appears blank. If you don't want to change the password, |eave it empty.

2. PPPoE Service Name: optiond. Input the service nameif your ISPrequiresit. Otherwise, leave
it blank.

3. Maximum Idle Time: the amount of time of inactivity before disconnecting your PPPOE session.
Set it to zero or enable Auto-reconnect to disable thisfeature.

4. Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The most
common MTU valueis 1492.
5. Connection Control: There are 3 modes to select:

Connect-on-demand:The device will link up with ISP when the clients send outgoing packets.
Auto-Reconnect(Always-on): The device will link upw with ISP until the connection is established.

Manually: The device will not make the link until someone clicks the connect-button in the

Staus-page.

4.4.15PPTP
1. MylIPAddress and My Subnet Mask: the private IP address and subnet mask your 1SP assigned
to you.

2.  Seave IPAddress: the | P address of the PPTP server.

17
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3. PPTPAccount and Password: the account and password your | SP assigned to you. If you don't

want to change the password, keep it empty.

3. Connection ID: optional. Input the connection ID if your |SPrequiresit.

4. Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to zero or

enable Auto-reconnect to disable thisfeature. If Auto-reconnect is enabled, this product will

connect to | SPautomatically, after system isrestarted or connection is dropped.

5.  Connection Control: There are 3 modes to select:

Connect-on-demand:The device will link up with ISP when the clients send outgoing packets.

Auto-Reconnect(Always-on): The device will link upw with ISP until the connection is established.

Manually: The device will not make the link until someone clicks the connect-button in the

Staus-page.

Administrator's Main
Menu

Item
P LAN P Address
b AT Type
P 2y [P Address
b My Subnet Mask
P Server IP Address
P PPTP Account
P PPTP Password
P Comnection ID
P Mlazimum Idle Time

P Conmnection Control

+ Basic Setting

+ Forwarding Rules
+ Security Setting
+ Advanced Setting

+ Toolhox

Savel Undol Helpl Reboat |

18

Primary Setup

[192.168.122.237

PPTP Change... |

Setting

|
IBUU seconds

{optional)

IConnect-on-demand

Saved! The change doesn't take effective until rebootingl
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4416L2TP

First,Please check your ISP assigned and Select Static |PAddress or Dynamic IPAddress.

For example:Use Static

1. MylIPAddress and My Subnet Mask: the private IP address and subnet mask your 1SP assigned
to you.

2. Saver IPAddress: the P address of the PPTP server.

3. PPTPAccount and Password: the account and password your | SP assigned to you. If you don't
want to change the password, keep it empty.

3. Connection ID: optional. Input the connection ID if your ISPrequiresit.

4. Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to zero or
enable Auto-reconnect to disable thisfeature. If Auto-reconnect is enabled, this product will
connect to | SPautomatically, after system isrestarted or connection is dropped.

6. Connection Control:There are 3 modes to select:

Connect-on-demand:The device will link up with ISP when the clients send outgoing packets.
Auto-Reconnect(Always-on): The device will link upw with ISP until the connection is established.

Manually: The device will not make the link until someone clicks the connect-button in the

Staus-page.

19
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Primary Setup

Item Setting
P LAN IP Address [12.168.122.237
b WA Type T2TP Change... |
} IP Mode [ Static IP Address 7]
P IP Address fiooomo |
P Subnet MMask IW
+ Forwarding Rules
P AN Gateway I[P IW
3 e ol Elelhl } Server IP Address/Iame I
+ Advanced Setting P L2TP Account |
+ Toolhox b LZTF Password [
P lazimum Idle Time F00 seconds
b Connection Control [ Connect-on-demand =

Save | Unda | Help | Reboot |
Saved! The change doesn't take effective until rebo oting!

4.4.1.7 Virtual Computers

Administrator's Main
Menu Virtual Computers

D Global TP Local TP Enable

192168123 M
— 192168123
— 192168123
102168123
— 102168123

o oogoag

[ T O S N o |

+ Forwarding Rules ﬂl M ﬂl

+ Security Setting

+ Advanced Setting

+ Toolhox

20
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Virtual Computer enables you to use the original NAT feature, and allows you to setup the one-to-one

mapping of multiple global |P address and local 1P address.

Glaobal IP: Enter the global |P address assigned by your ISP,
Local IP: Enter thelocal IPaddress of your LAN PC corresponding to the global |Paddress.
Enable: Check this item to enable the Virtual Computer feature.

4.4.2 DHCP Server

Adminisirator's Main

Menu DHCP Server
Item Setting
b DHCP Server " Disable  Enable
P IF Pool Starting Address 100
b IF Fool Ending Address 199
P Domain Mame |
P Primary DIVS pooo
+ Forwarding Rules | Beeeaekr DI IW
P Primary WINS pfooo
+ Security Setting P Secondary WIS IW
+ Advanced Setting b Gateway IW {optional)
+ Toolbox
N ’m Undo | Clients List... | Fixed Mapping... | Help |

Press “M ore>>”

The settings of a TCP/IP environment include host I1B, Subnet Mask, Gateway, and DNS configurations.
It isnot easy to manually configure all the computers and devices in your network. Fortunately, DHCP
Server provides a rather simple approach to handle all these settings. This product supports the
function of DHCP server. If you enable this product’s DHCP server and configure your computers as
“automatic |P alocation” mode, then when your computer is powered on, it will automatically load the
proper TCP/IP settings from this product. The settings of DHCP server include the following items:

1 DHCP Server: Choose “Disable” or “Enable.”
2. IP pool starting Address/ | P pool starting Address: Whenever thereis areguest, the DHCP

server will automatically allocate an unused IP address from the IP address pool to the
requesting computer. You must specify the starting and ending address of the IP address poal.

3. Domain Name: Optional, thisinformation will be passed to the client.
4. Primary DNS/Secondary DNS: This feature allows you to assign DNS Servers
21
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5. Primary WINS/Secondary WINS: This feature allows you to assign WINS Servers

6. Gateway: The Gateway Address would be the |P address of an alternate Gateway.
This function enables you to assign another gateway to your PC, when DHCP
server offersan IPto your PC.

4.4.3 Wirdess Setting, and 802.1X setting

Adminisirator's Main

Menu Wireless Setting
Item Setting
P Metwork ID(SSID) |defautt
P Channel I 11 'l
b Security  Disable
& TWEP
1 B02 1x and RADIUS
CWPA-PSE
+ Forwarding Rules CWERA
+ Security Setting . .
b WEF @ Enable IEEE &4 bit Shared Eey security
+ Advanced Setting ' Enable TEEE 128 bit Shared Key security
+ Toolbox @ WEP Key 1 I
 WEP Eey 2 |
L t
€ WEP Key 3 |
C WEP Eey 4 |
Save | Lndo | MAC Address Contral. .. | Help |

Wireless settings allow you to set the wirel ess configuration items.

1. Network ID (SSID): Network ID is used for identifying the Wirdess LAN (WLAN). Client
stations can roam freely over this product and other Access Points that have the same Network 1D.
(The factory setting is “default™)

2. Channel: Theradio channd number. The permissible channels depend on the Regulatory Domain.
The factory setting is as follow: channel 6 for North America; channel 7 for European (ETSI);
channel 7 for Japan.

3. WEP Security: Sdect the data privacy algorithm you want. Enabling the security can protect your
data while it is transferred from one gtation to another. The standardized |IEEE 802.11 WEP (128
or 64-hit) is used here.

4. WEPKey 1, 2, 3& 4. When you enable the 128 or 64 bit WEP key security, please select one
WEPKkey to be used and input 26 or 10 hexadecimal (0, 1, 2...8, 9, A, B...F) digits.

5. Pass-phrase Generator: Since hexadecima charactersare not easily
remembered, this device offers a conversion utility to convert asimple

word or phrase into hex.
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6. 802.1X Setting

802.1X

Check Box was used to switch the function of the 802.1X. When the 802.1X function is enabled, the

Wireless user must authenticate to thisrouter first to use the Network service.

RADIUS Server

IP address or the 802.1X server’s domain-name.
RADIUS Shared Key

Key value shared by the RADIUS server and thisrouter. Thiskey valueis consistent with the key

value in the RADIUS server.

Adminisirator's Main
Menu

Item
P 20213

P Encryption ey Length

b EADIUS Server
P BADIUS Shared Key

+ Forwarding Rules

+ Security Setting

+ Advanced Setting

+ Toolhox

WPA-PSK

1. Select Preshare Key Mode

802.1X Setting

¥ Enable

64 bits
® 128 bits

[192.166.123.33
ERRRRRRRRRRRERRRRRRK]

If you select HEX,you haveto fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If ASCII,thelength of preshare key isfrom 8to 63.

2. Fill inthe key, Ex 12345678
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Adminisirator's Main

Menu Wireless Setting
Item Setting
P Network ID(SSID) [defautt
P Channel |11 *I
P Security  None
CWEP
802 1X
& WPA-PSE
+ Forwarding Rules CWEA
+ Security Setting
EETEY S P Preshare Key Mode IASCII 'I
1 Advanced Setting P Preshare Eey I
1 Toolhox
Save | Undo | MAC Address Contral... | Help |
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WPA
Check Box was used to switch the function of the WPA. When the WPA function is enabled, the

Wireless user must authenticate to thisrouter first to use the Network service. RADIUS Server

IP address or the 802.1X server’s domain-name.
RADIUS Shared Key

Key value shared by the RADIUS server and thisrouter. Thiskey valueis consistent with the key
valuein the RADIUS server.

Administrator's Main

Menu Wireless Setting
Ttem Setting
d P Metwork ID(SSID) [defaul
- Basic Setting P Channel -
P Security C None
CWEP
CE02.1X
O WPA-PSE
+ Forwarding Rules & WEA
+ Security Setting
P RADIUS Server TP [192.168.123.33
+ Advanced Setting P RADIITS port |1B12
+ Toolhox P BADIUS Shared Key |costra
Save | Undo | MAC Address Cantral... | Help |
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4.4.4 Change Password

Adminisirator's Main

Menu Change Password
Item Setting
Old Password ||
New Password |
Feconfirm |

+ Advanced Setting

+ Toolhox

You can change Password here. We strongly recommend you to change the system password for

security reason.
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4.5 Forwarding Rules

Administrator's Main
Menu

Forwarding Rules

* Virtual Server
- Allows others to access WWW, FTE, and other services on your LAN.

* Special Application
- This configuration allows some applications to connect, and work with the NAT
router.

* Miscellaneous

- [P Address of DMZ Host: Allows & computer to be exposed to unrestricted 2-way
cotunurication. M ote that, this feature should be used ondy when needed.

- Mot standard FTP post: You have to configure this tem if you want to access an

+ Advanced Setting FTP server whose port sumber is not 21 (when Client uses active mode).

+ Toolbox

4.5.1 Virtual Server

Administrator's Main
Menu Virtual Server

=

[ 192168123
[ 192168123
[ 192168123
[ 192168123
[ 192168123
192168123
[ 192168123
[ 192168123
— 192168123
192168123
192168123
192168123
192168123
192168123
192168123

+ Rasic Setting

- Forwarding Rules

+ Security Setting

+ Advanced Setting

L R = = T o = S TN B o

+ Toolhox

1]

|
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This product’s NAT firewall filters out unrecognized packets to protect your Intranet, so al hosts
behind this product are invisible to the outside world. If you wish, you can make some of them
accessible by enabling the Virtual Server Mapping.

A virtual server is defined asa Service Port, and al requests to this port will be redirected to the
computer specified by the Server 1P.  Virtual Server can work with Scheduling Rules, and give

user more flexibility on Access control. For Detail, please refer to Scheduling Rule.

For example, if you have an FTP server (port 21) at 192.168.123.1, a Web server (port 80) at
192.168.123.2, and a VPN server at 192.168.123.6, then you need to specify the following virtua
server mapping table:

Service Port Server IP Enable
21 192.168.123.1 \%
80 192.168.123.2 \
1723 192.168.123.6 \%
28
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4.5.2 Special AP

Adminisirator's Main

Menu Special Applications
ID Trigger Incoming Ports Enable

(. | O

+ Basic Setting ) Ii I r
- Forwarding Rules E I— I r
T — | :

5 | i

6 | | O

7 | i

+ Advanced Setting o I— | O

+ Toolhox

Popular applications I selact ong - vl Copy to |ID | vl
Savel Unda

B
0

Help

Some applications require multiple connections, like Internet games, Video conferencing, Internet
telephony, etc. Because of the firewall function, these applications cannot work with a pure NAT router.
The Special Applications feature allows some of these applications to work with this product. If the
mechanism of Special Applications fails to make an application work, try setting your computer as the
DM Z host instead.

1. Trigger: the outbound port number issued by the application..

2. Incoming Ports: when the trigger packet is detected, the inbound packets sent to the specified

port numbers are alowed to pass through the firewall.

This product provides some predefined settings Select your application and click Copy to to add the
predefined setting to your list.

Note! At any given time, only one PC can use each Specid Application tunnd.
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45.3 Miscellaneous | tems

Administrator's Main

Menu Miscellaneous Items
Ttem Setting Enahle
LR P IP Address of DMZ Host 192.168.123) r
+ Basic Setting P Mon-standard FTP port I

- Forwarding Rules

IPAddress of DMZ Host
DMZ (DeMilitarized Zone) Host is ahost without the protection of firewall. It allows a computer to be
exposed to unrestricted 2-way communication for Internet games, Video conferencing, Internet

telephony and other special applications.
NOTE: This feature should be used only when needed.

Non-standard FTP port
You haveto configure thisitem if you want to access an FTP server whose port number isnot 21. This
setting will be lost after rebooting.
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4.6 Security Settings

Menu

+ Basic Setting

+ Forwarding Rules

+ Advanced Setting

+ Toolhox

Security Setting

* Packet Filiers

- Allows youto control access to a network by analyzing the incoming and
outgoing packets and letting them pass ot halting them based on the IP address of
the source and destination.

* Domain Filiers

- Let vou prevent users under this device from accessing specific URLs,

* TRL Blocking
- URL Blocking will block LAN computers to connect to pre-defined websites.

* MAC Address Control

- MAC Address Control allows wou to assign different access right for different
usets and to assign a specific IP address to a certain MAC address.

* Miscellaneous

- Remote Administrator Host: In general only Intranet wser can browse the budt-in
weh pages to perform administration task This feature enables youto petform
adiristration task from remote host.

- Administrator Tume-out: The amount of tume of inactivity before the dewvice will
automatically close the Admindstrator session, Jet this to zero to disable it

- Digcard PING from WAN side: When this featute is enabled, hosts on the WAN
rannot ping the Device.
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4.6.1 Packet Filter

Security Setiing

* Packet Filters
+ Basic Setting - Allows youto control access to a network by analyzing the incoming and
outgoing packets and letting them pass or halting them based on the IP address of
+ Forwardine Rules the soutce and destination.

* Domain Filiers

- Let you prevent users under this device from accessing specific URLs.

* URL Blocking
- URL Blocking will block LAN computers to connect to pre-defined websites.

* MAC Address Control
- MAC Address Control allows wou to assign different access right for different

+ Advanced Setting users and to assign a specific [P address to a certain MAC address.
i e 1t
+ Toolhox * Miscellaneous
- Remote Administrator Host: In general, only Intranet uset can browse the built-in
web pages to petform administration task This feature enables you to petfomm
admirdstration task from remote host.

- & dmindstrator Time-out: The amount of titne of inactivity before the device will
automatically close the A dministrator session. Set this to zero to disable it.

- Discatd PING from WAN side: When this feature is enabled, hosts on the WAN
cannot ping the Device.

Packet Filter enables you to control what packets are allowed to pass the router. Outbound filter applies
on al outbound packets. However, Inbound filter applies on packets that destined to Virtual Servers or
DMZ host only. You can select one of the two filtering policies:

1. Allow all to pass except those match the specified rules
2. Deny all to pass except those match the specified rules

You can specify 8 rules for each direction: inbound or outbound. For each rule, you can definethe

following:

Source | P address

Source port address
Destination | P address
Destination port address
Protocol: TCPor UDP or both.
Use Rulet

For source or destination |Paddress, you can define asingle IP address (4.3.2.1) or arange of 1P
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addresses (4.3.2.1-4.3.2.254). An empty implies all 1P addresses.

For source or destination port, you can define asingle port (80) or arange of ports (1000-1999). Add
prefix "T" or "U" to specify TCP or UDP protocal. For example, T80, U53, U2000-2999. No prefix
indicates both TCP and UDP are defined. An empty implies all port addresses. Packet Filter can work
with Scheduling Rules, and give user more flexibility on Access control. For Detail, please refer to
Scheduling Rule.

Each rule can be enabled or disabled individualy.

Inbound Filter:

To enable Inbound Packet Filter click the check box next to Enablein the Inbound Packet Filter
fidd.

Suppose you have SMTP Server (25), POP Server (110), Web Server (80), FTP Server (21), and News
Server (119) defined in Virtual Server or DMZ Host.

Example 1:

Administrator’s Main

Menu Outbhound Packet Filter
Item Setting
P Outbound Filter ¥ Enable
+ Basic Setting 0 Allow all to pass except those match the following niles.
@ Deny all to pass except those match the following rules.
+ Forwarding Rules
D Source IP : Ports Destination IP : Ports Enable Use Rule#
1 123100123149 | | :|25-100 2 I
2 231012320 || | | ¥ b
3] | | | rp
4| | | | rop
3 : : O ID
+ Advanced Setting I ' I I ' I
6 | | | | rop
£ Toolbox 7 I : I I | | 0 ID—
| Il | I —
Schedle e [O0)Abays 7] | Copyto |m[-]
Save | Undo | Inbound Filter... | MAC Level... | Help |

(1.2.3.100-1.2.3.149) They are allow to send mail (port 25), receive mail (port 110), and browse the
Internet (port 80)
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(1.2.3.10-1.2.3.20) They can do everything (block nothing)

Othersareall blocked.

Example 2:

Administrator's Main

Menu Outhound Packet Filter
Ttem Setting
Sads P Cutbound Filter ¥ Enable
Basic Setting C Allow all to pass except those match the following rules.
® Deny all to pass except those match the following rules.
Forwarding Rules
ID Source IP : Ports Destination IP : Ports Enable  Use Rules#
[12310041.23.019 | | |21 2 m
2 123100123119 | | AE] 2 I
30 | | | r b
4 1 | | | I
5 : [ ID
Advanced Setting I I I I
& I : I I I O ID
7 | | | b
8 | | | | rb
Schedule rule [00Aways 5] Copyto |~ 3]
Save | Undo | Inbound Filter... | MAC Level... | Help |

(1.2.3.100-1.2.3.119) They can do everything except read net news (port 119) and transfer filesvia FTP
(port 21)
Othersareall allowed.

After Inbound Packet Filter setting is configured, click the save button.

Outbound Filter:

To enable Outbound Packet Filter click the check box next to Enablein the Outbound Pack et
Filter fidd.
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Example 1:

Item
P Cuthound Filter

Outbound Packet Filter

¥ Enable

& Allow all to pass except those match the following rules.
" Deny all to pass except those match the following rules.

D Source IP : Ports

Destination TP : Ports

Setting

Enable

fam—y

[192.168.123.149

J2s-110

[192.168.123.20

[ o L O T LS N

Save | ndo | Inbound Filter...

Schedule mlel(DEI)Always -] copyto |]D|_;|

MAC Level.. | Help |

(192.168.123.100-192.168.123.149) They are alowed to send mail (port 25), receive mail (port 110),

and browse Internet (port 80); port 53 (DNS) isnecessary to resolve the domain name.

(192.168.123.10-192.168.123.20) They can do everything (block nothing)

Othersareall blocked.
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Example 2:

Outhound Packet Filter

Ttem Setting
P Outhound Filter ¥ Enable

& AMlow all to pass except those match the following niles.
" Deny all to pass except those match the following niles.

ID Source IP : Ports Destination IP : Ports Enabhle Use Rule#
[192.165.123 100 |25 3
[192.168.123.119 |19

—

=l

T

L o T T W N

Schedule nﬂel[ﬂﬂjf-\lways vl Copy to |ID I_Ll

Savel Undnl Inbound Filter... | MAC Level. .. | Helpl

(192.168.123.100-192.168.123.119) They can do everything except read net news (port 119) and
transfer filesvia FTP (port 21)

Othersare allowed

After Outbound Packet Filter setting is configured, click the save button.
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4.6.2 Domain Filter

Namain Filler

Ltem Sefrirg
Lms P na Ldke.  _whle
| Dasic Settige P oo LIS Chony = Zashle
Sriels ETARTH AL Sen || ]
+ Forwarding Hules P onelspe [P adloesess Rarge 160 T
Ll Lianngin safbx Aotiot bLnahle
1 I'r.n-.';.' IT=r 1" I":.:,...:.., = L'-"b |
& | Mory CLag r
: | [ pen [ Lag O
g | M T 1oy m
+ Al il Heang “ I [ _pess [ Lng (|
6 M ™hen T i
| Tanlhox I o "-*-
7 [ [ Y O
m E I r_h-::'.:- F T-::-;-I r
4 | ey O Lo [
n L || YR [ e [ Lag

Lo 2 |M

Domain Filter

Let you prevent users under this device from accessing specific URLSs.

Domain Filter Enable

Check if you want to enable Domain Filter.

Log DNS Query

Check if you want to log the action when someone accesses the specific URLS.
Privilege | P Addresses Range

Setting a group of hosts and privilege these hosts to access network without restriction.
Domain Suffix

A suffix of URL to be restricted. For example, ".com”, "xxx.com".

Action

When someone is accessing the URL met the domain-suffix, what kind of action you want.
Check drop to block the access. Check log to log these access.

Enable

Check to enable each rule.
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Example:

Administrator's Main

Menu Domain Filter
Item Setting
» Domain Filter W Enable
+ Basic Setting P Log DS Query [ Enable
P Privilege IP Addr it |1 IQD
+ Forwarding Rules rivilege esses Range From To
- Security Setti D Domain Suffix Action Enahle
[ msn. com W Drop W Log 3
2 Iwww.sina.com [ Drop M Log W
3 o google.com W Drop M Log ¥
4 I [ Drop [MLog O
+ Advanced Setting 3 I " Drop M Log O
6
+ Toolbox I [ Drop [ Log a
7 | [ Drop M Log O
3 I " Drop M Log O
g | [M Drop M Log O
10 * (all others) M Drop M Log e

In this example:

1. URL include “www.msn.com” will be blocked, and the action will be record in log-file.

2. URL include “www.sina.com” will not be blocked, but the action will be record in log-file.

3. URL include “www.google.com” will be blocked, but the action will not be record in log-file.
4. 1P address X.X.X.1~ X.X.X.20 can access network without restriction.
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4.6.3 URL Blocking

Adminisirator's Main

Menu URL Blocking
Item Setting
Wizard } URL Blocking [ Enable
+ Basic Setting

D URL Enahle

+ Forwarding Rules 1 I r

2 | r

3 | r

4 | r

5 | r

6 | r

+ Advanced Setting 7 I O

+ Toolhox . I =

9 | r

10 | r

URL Blocking will block LAN computers to connect to pre-defined Websites.

The major difference between “Domain filter” and “URL Blocking” is Domain filter require user to
input suffix (like .com or .org, etc), while URL Blocking require user to input a keyword only. In other
words, Domain filter can block specific website, while URL Blocking can block hundreds of websites

by smply akeyword.

URL Blocking Enable
Checked if you want to enable URL Blocking.
URL

If any part of the Website's URL matches the pre-defined word, the connection will be blocked.
For example, you can use pre-defined word "sex" to block all websites if their URLS contain

pre-defined word "sex".
Enable

Checked to enable each rule.
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Administrator's Main

Menn URL BIOCking

Ttem Setting
LR » URL Blocking ¥ Enable

+ Basic Setting
D TRL Enahle

Imsn I7

+ Forwarding Rules

[
=
m
<

=]
=
=
o
<l

=
o
=
=
=

Lo T o= e L o T O T R S N

OooOoooagoan

—
=

In this example:

1. URL include “msn” will be blocked, and the action will be record in log-file.

2. URL include “sina” will be blocked, but the action will be record in log-file

3. URL include “cnns” will not be blocked, but the action will berecord in log-file.

4. URL include “espn” will be blocked, but the action will be record in log-file
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4.6.4 MAC Address Control

A dministrator's Main

Menu

+ Basic Setting

Item

MAC Address Control

Setting

P MAC Address Control T Enable

[T Connection contrel

Wireless and wired clients with C checled can connect to this dewice; and

Iallow '| i
+ Forwarding Rules unspecified MAC addresszes to connect.

[T Association control  Wireless clients with A checked can associate to the wireless LA, and |deny =
unspecified MAC addresses to associate.

- Security Setting

ID MAC Address IP Address C A
| 192168123 | O O
2 | 192.168.123] | O O
_ 3 | 192168123 | O O
+ Advanced Setting
4 | 192168123 | O O

+ Toolbox

DHCP clients I select one - 'l Copy to |ID I -l

<< Previous Mext »> | Save | Undo | Help |

MAC Address Control allows you to assign different access right for different users and to assign a

specific P addressto a certain MAC address.

MAC Address Control Check “Enable” to enable the “MAC Address Control”. All of the
settingsin this page will take effect only when “Enable” is checked.

Connection control Check "Connection contral” to enable the controlling of which wired and
wireless clients can connect to this device. If aclient is denied to connect
to this device, it means the client can't access to the Internet either.
Choose "alow" or "deny" to allow or deny the clients, whose MAC
addresses are not in the "Control table”" (please see below), to connect to

this device.

Association control Check "Association control" to enable the

controlling of which wireless client can
associate to thewirdess LAN. If aclientis
denied to associate to the wireless LAN, it
meansthe client can't send or receive any data
viathis device. Choose "allow" or "deny" to
allow or deny the clients, whose MAC

addresses are not in the "Control table", to
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associ ate to the wireless LAN.

Control table

1D MAC Address

EOU TN I

IP Address

192168122 |
192168123 |
192168 123 |
192168123 |

DHCP clients |- select one - ~| Copyto |ID I -

"Control table" is the table at the bottom of the "MAC Address Control"
page. Each row of thistable indicates the MAC address and the expected

I P address mapping of a client. Thereare four columnsin thistable:

MAC Address

MAC address indicates a specific client.

IPAddress

Expected | P address of the corresponding
client. Keep it empty if you don't careits IP
address.

When "Connection control" is checked,
check "C" will alow the corresponding client

to connect to this device.

When "Association control" is checked,
check "A" will alow the corresponding client

to associate to the wireless LAN.

In this page, we provide the following Combobox and button to help you to input the MAC address.

DHCF clents | select one --

;' Cnpj,rtcul]]jul-- v|

You can select a specific client in the “DHCP clients” Combobox, and then click on the “Copy to”
button to copy the MAC address of the client you select to the ID selected in the “ID” Combobox.

Previous page and Next Page To make this setup page smple and clear, we have divided the

“Contral table” into several pages. You can use these buttons to

navigate to different pages.
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4.6.5 Miscellaneous | tems

Administrator's I

Menu Miscellaneous Items
Ttem Setting Enable
» Remote Administrator Host / Fort j0.0.0.0 e [
+ Basic Setting P Administrator Time-out o seconds (0 to disable)
+ Forwarding Rules P Discard PING from WAMN side r
» SPImode r
P Dol Attack Detection m

Save | Undo | Helpl

+ Advanced Setting

+ Toolbox

Remote Administrator Host/Port

In general, only Intranet user can browse the built-in web pages to perform administration task. This
feature enables you to perform administration task from remote host. If thisfeature is enabled, only the
specified | P address can perform remote adminigtration. If the specified 1P addressis 0.0.0.0, any host
can connect to this product to perform administration task. You can use subnet mask bits"/nn" notation
to specified a group of trusted | P addresses. For example, "10.1.2.0/24".

NOTE: When Remote Administration is enabled, the web server port will be shifted to 88. You can
change web server port to other port, too.

Administrator Time-out

Thetime of no activity to logout automatically. Set it to zero to disable this feature.

Discard PING from WAN side

When this feature is enabled, any host on the WAN cannot ping this product.

SPI Mode

When this feature is enabled, therouter will record the packet information pass through the router like
I P address, port address, ACK, SEQ number and so on. And the router will check every incoming
packet to detect if this packet isvalid.

DoS Attack Detection

When this feature is enabled, therouter will detect and log the DoS attack comes from the Internet.
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Currently, the router can detect the following DoS attack: SYN Attack, WinNuke, Port Scan, Ping of
Death, Land Attack etc.
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4.7 Advanced Settings

Administrator's Main

Menu
Advanced Setting
* System Time
+ Basic Setting - Allow youto set device time manually or consult network time from NTP server.
+ Forwarding Rules * System Log

- Bend system logto a dedicated host or email to specific receipts.

+ Security Setting

* Dynamic DNS
- To host your server on a changing [P address, youhave to use dynamic domain
natne service (DD

- Advanced Setting

* SINMP

- Gives auser the capability to remotely manage a computer netwotk by polling and
setting terminal values and monitoring network everts.

* Routing

- If you have more than one rowters and subnets, you may want to enable routing
+ Toolhox table to allow packets to find proper rowting path and allow different subnets to
communicate with each other.

* Schedule Rule

- Bchedule Fale - Apply schedule roles to Packet Filters and Virtual Server.
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4.7.1 System Time

Administrator's Main

Menu System Time
Ttem Setting
P © Get Date and Time by TP Protocol | S¥ne Now| |
+ Basic Setting Time Server |1ime.nist.go\t !
+ Forwarding Rules Time Zone |(GMT—DS:DD) Pacific Tirne (US & Canada) =
g ECI AR (T P © Set Date and Time using PC's Date and Time

PC Date and Time: IQDDMHDHHE[ T 072710

P @& Set Date and Time marually

Date Year|2004 = IMonth| Sep = Day:l1 'I
Time HOUIZID (0-22) 1\1‘.'E.n1.1t|3:|D (0-55 Second:lD {0-55
P Daylight Saving " Enable & Disable
+ Toolbox Start Month : |Jan = Day : |1 'I Hour |0
End Month - |Jan = Day:|1 'I Hour |0 =

Save | Undo | Helpl

Get Date and Time by NTP Protocol

Selected if you want to Get Date and Time by NTP Protocal.

Time Server

Select a NTPtime server to consult UTC time

Time Zone

Select a time zone where this device |ocates.

Set Date and Time manually

Selected if you want to Set Date and Time manually.
Set Date and Time manually

Selected if you want to Set Date and Time manually.

Function of Buttons

Sync Now: Synchronize system time with network time server

Daylight Saving: Set up where thelocation is.
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4.7.2 System Log

System Log
Ttem Setting Enahle
— b IP Address for Syslogd 192.168. 123.| O
+ Basic Setting P IP Address of Outgoing Mail Server |
+ Forwarding Rules * Log or Alert Recipient I O

iew Log... | Savel Undol Helpl

This page support two methods to export system logs to specific destination by means of syslog(UDP)
and SMTP(TCP). Theitems you have to setup including:

IPAddressfor Syslog

Host I P of destination where syslogs will be sent to.
Check Enable to enable this function.
E-mail Alert Enable

Check if you want to enable Email alert (send syslog via email).
SMTP Server |Pand Port

Input the SMTP server |P and port, which are concated with ":". If you do not specify port number, the
default valueis 25.

For example, "mail.your_url.com” or "192.168.1.100:26".

Send E-mail alert to

The recipients who will receive these logs. You can assign more than 1 recipient, using ;' or ', to

separate these email addresses.
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4.7.3 Dynamic DNS

Administraior's Main

Menu Dynamic DNS
Item Setting

» DDI3 " Disable @ Enable

+ Basic Setting » Provider | DynDNS. org(Dynamic) x|

+ Forwarding Rules ¥ Host Name Iklnk.dyndns.urg
b Username / E-mail [12345

+ Security Setting
¥ Password / Key [

- Advanced Setting

+ Toolhox

To host your server on achanging | P address, you have to use dynamic domain name service (DDNS).

So that anyone wishing to reach your host only needs to know the name of it. Dynamic DNSwill map
the name of your host to your current |P address, which changes each time you connect your Internet

service provider.

Before you enable Dynamic DNS, you need to register an account on one of these Dynamic DNS

serversthat welist in provider field.

To enable Dynamic DNS click the check box next to Enable in the DDNSfield.
Next you can enter the appropriate information about your Dynamic DNS Server.
Y ou have to define:

Provider

Host Name

Username/E-mail
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Password/Key

Y ou will get thisinformation when you register an account on a Dynamic DNS server.

Example:

Administrator's Main

¥ Password / ey

Menu Dynamic DNS
Ttem Setting
» DD " Disable  Enable
+ Basic Setting P Provider |DynDNS.urg(Dynamic) =l
+ Forwarding Rules » Host Mame |k|nk.dyndns.org
b Username / E-mail [12345
+ Security Setting Im

- Advanced Setting

+ Toolhox

After Dynamic DNS setting is configured, click the save button.
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4.7.4 SNM P Setting

Administrator's Main

Menu SNMP Setting
Ttem Setting
b Erable SITME W Local [T Betnote
+ Basic Setting P Get Community [public
+ Forwarding Rules P Set Cormmunty |private

- Advanced Setting
R .

In brief, SNMP, the Simple Network Management Protocal, is a protocol designed to give a user the
capability to remotely manage a computer network by polling and setting termina values and

monitoring network events.

Enable SNM P

You must check either Local or Remote or both to enable SNMP function. If Local is checked, this
device will responserequest from LAN. If Remote is checked, this device will response request from
WAN.

Get Community

Setting the community of GetReguest your device will response.
Set Community

Setting the community of SetRequest your device will accept.
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4.7.5 Routing Table

Administrator's [V
Menu

Routing Table

D Destination Subnet Mask {ateway Hop  Enahle

] r

+ Basic Setiing

+ Forwarding Rules

+ Security Setting

- Advanced Setting

em Time

[t R T A T T S T T
OO oOooaooo3d

Sae| undo|

Routing Tables allow you to determine which physical interface address to use for outgoing | P data
grams. If you have more than onerouters and subnets, you will need to enable routing table to allow

packets to find proper routing path and allow different subnets to communicate with each other.
Routing Tabl e settings are settings used to setup the functions of static.

Satic Routing: For static routing, you can specify up to 8 routing rules. You can enter the destination
I P address, subnet mask, gateway, hop for each routing rule, and then enable or disable therule by
checking or unchecking the Enable checkbox.
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Example:

[1ient?

Router] Tomter?

152. 168,125, XXX g
Submask /Ei‘lf e
f}:’

igct] .
Qisat 192.166.123.216 190, 168 129,103 11602
I3 188.1.1]
Clientd
NN
Configuration on NAT Router
Destination SubnetMask Gateway Hop Enabled
192.168.1.0 255.255.255.0 192.168.123.216 1 \%
192.168.0.0 255.255.255.0 192.168.123.103 1 \%

Soif, for example, the client3 wanted to send an | P data gram to 192.168.0.2, it would use the above
table to determine that it had to go via 192.168.123.103 (a gateway),

And if it sends Packetsto 192.168.1.11 will go via 192.168.123.216

Each rule can be enabled or disabled individually.

After routing table setting is configured, click the save button.
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4.7.6 Schedule Rule

Administrator's Main
Menu

+ Basic Setting

+ Forwarding Rules

- Advanced Setting

7stetn Tine

+ Toolhox

You can set the schedule time to decide which service will be turned on or off. Sdect the “enable”

item.

Press “Add New Rule”

Ttem
P Schedule
Rule#
Save Add MNew Rule... | Help |
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You can write a rule name and set which day and what time to schedule from “Start Time” to “End

Time”. The following example configure “ftp time” as everyday 14:10 to 16:20

Administrator's Main

Menu Schedule Rule Setting
Item Setting

P Mame of Rule 1 [ftp time

+ Basic Setting

+ Forwarding Rules Week Day i it (o End Time (hh:mm)
S ] ]

7 3 Monday l_ l— I_ l_

Tuesday l_ : l— I_ : l_
Wednesday I— : I— I— : I—
Thurs day I_ : I— |_ : l_
Friday 1] 1]
Saturday I_ : I— I_ : I_
Every Day IM_ : |1D— |1E_ : IQD_

+ Toolhox

m Undul Helpl Elackl
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After configure Rule 1&a

Administrator's Main

Menu Schedule Rule
Ttem Setting
P Schedule [T Enable
+ Basic Setting
Rule# Rule Name Action

+ Forwarding Rules

1 ftp time ﬂl Delete |

+ Security Setting
Save Add Mew Rule... | Helpl

Advanced Setting

n Time

+ Toolhox

Schedule Enable

Selected if you want to Enable the Scheduler.

Edit

To edit the schedulerule.

Delete

To delete the schedulerule, and the rule# of the rules behind the del eted one will decrease one
automatically.

Schedule Rule can be apply to Virtual server and Packet Filter, for example:
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Exanplel: Virtual Server — Apply Rule#l (ftp time: everyday 14:10 to 16:20)

Administrator's Main

Menu Virtual Server
ID Service Ports Server [P Enable Use Rule#
1 ZE 19216812258 [ T
+ Basic Setting 2 192163122 = T
T 3 | 192168122 rop
* Virtual Server 4 192168122 (A T
5 192168122 A T
6 192168122 -
+ Security Setting 7 192168122 = T
+ Advanced Setting 8 192168122 -
+ Toolhox 9 | 192168122 = T
10 192168122 A T
11 192168122 -
12 192168122 (A T
13 192168122 A TR
14 192168122 (A T
15 192163122 A T
Exanple2: Packet Filter — Apply Rule#l (ftp time: everyday 14:10 to 16:20).
SOamimnisirator s v
Menu Outbound Packet Filter
Item Setting
P Outbound Filter ¥ Enable
+ Rasic Setting & Allow all to pass except those match the following rules.
" Deny all to pass except those match the following rules.
+ Forwarding Rules
D Source IP : Ports Destination IP : Ports Enable Use Rule#
| | | e
> | | | | I
30 | | | N
4| | | | ropb
+ Advanced Setting ’ I : I I : I r ID—
6 | | | 3| I T
oo 7 | | | =
¢ | | | | I

Schedule rule I(DD)Always 'I Copy to |ID l_;,

inbound Fiter.. | MAC Level... | Help |

Save | Undo |
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4.8 Toolbox

Administrator's Main

Menu
Toolbox
* View Log
+ Basic Setting - View the system logs.
+ Forwarding Rules * Firmware Upgrade

, e - Protupt the administrator for a file and upgrade it to this deviee,
+ Security Setting
* Backup Setting

+ Advanced Setting
- - Bawe the settings of this dewvice to a file.

- Toolhox

* Reset to Default
- Reset the settings of this device to the default vahues.

* Rehoot
- Reboot this device,

* Miccellaneous

- MAC Address for Wake-on-LAN: Let you to power wp another network device
temotely.

- Domain Mame or [P address for Ping Test: Allow you to configure an [P, and ping
the device. You can ping a secific [P to test whether it is alive.
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4.8.1 System Log

Administrator's Main
Menu System Log

WAN Type: Dynamic IP Address (R1.9414vTIG)
Display time: Wed Oct 01 00:10:04 2003

+ Basic Setting

20032 10H1H E% 12:01:30 DOD:TCE trigger from 192.168.123.125:2288 to 207.46.104.20:186
+ Forwarding Rules 2003 108 1H L% 12:01:30 DHCP:discaover ()

20033 10818 E& 12:01:34 DHCP:discover()

2003 1018 L4 12:01:35 Admin from 192.168.123.125 login successfully
2003F 1081 L% 12:01:42 DHCP:discover()

20033 10818 E& 12:01:58 DHCP:discover()

20031018 L4 12:02:47 DOD:triggered internally

2003F 1081 L& 12:02:47 DHCP:discover()

20033 10818 & 12:02:51 DHCP:discover()

2003F 10818 E& 12:02:59 DHCP:discover()

2003F 1081 L% 12:03:15 DHCP:discover()

2003F 10818 & 12:03:48 DOD:triguered internally

2003F 10818 E& 12:03:48 DHCP:discover()

2003F 1081 L% 12:03:52 DHCP:discover()

2003F 10818 & 12:04:00 DHCP:discover()

20033 10818 E& 12:04:16 DHCP:discover()

Backl Refrash | Diovienload | Clearl

You can View system log by clicking the View L og button
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4.8.2 Firmware Upgrade

Adminisirator's Main
Menu

+ Basic Setting

+ Forwarding Rules

Firmware Upgrade

Firmware Filename

| HIE..

Current firmware version 15 R1. 944vTIG The upgrade procedure takes about 20 seconds. Notel Do not power off
the unit wher it i being upgraded. When the upgrade is done successfully, the unit will be restarted automatic ally.

Upgrade | Cancell

You can upgrade firmware by clicking Firmwar e Upgr ade button.
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4.8.3 Backup Setting

File Download X

L | You are downloading the File:
</
config. bin from 192.168.123.254

Would vou like to open the e o save it to your computer?

L_%pen i [ Save ][ Cancel ] [ Iare Info

[#] Always ack before opening this type of file

You can backup your settings by clicking the Backup Setting button and save it asabin file. Once you

want to restore these settings, please click Firmware Upgr ade button and use the bin file you saved.

4.8.4 Reset to default

Microsoft Internet Explorer FEJ

! ? j Reset all s=tting bo defaulk?

P ok ;I Cancel ]

You can a so reset this product to factory default by clicking the Reset to default button.

4.8.5 Reboot

Microsoft Internet Explorer

\?) Reboot right now?

P ok ;I Cancel ]

You can aso reboot this product by clicking the Reboot button.
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4.8.6 Miscellaneous | tems

Administrator's Main
Menu Miscellaneous Items

Ttem Setting
P MAC Address for Wake-on-LAMN | Wake up |

+ Basic Setting

+ Forwarding Rules El M ﬂl

MAC Address for Wake-on-L AN

Wake-on-LAN isatechnology that enables you to power up a networked device remotely. In order to
enjoy this feature, the target device must be Wake-on-LAN enabled and you have to know the MAC
address of this device, say 00-11-22-33-44-55. Clicking "Wake up" button will make the router to send
the wake-up frameto the target device immediately.
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Chapter 5 Print Server

This product provides the function of network print server for MS Windows 95/98/NT/2000 and Unix
based platforms. (If the product you purchased doesn’t have printer port, please skip this chapter.)

5.1 Configuring on Windows 95/98 Platfor ms

After you finished the software ingalation procedure described in Chapter 3, your computer has
possessed the network printing facility provided by this product. For convenience, we call the printer
connected to the printer port of this product as server printer. On a Windows 95/98 platform, open the

Printer swindow in the My Computer menu:

B3 Printers =] E1
File Edit %iew Help

a2 P

Add Frinter  (HP Laserfet  HPLaserlet] ..
i BLIPCL] :  Chinese]

4 ohject(s] v

Now, yon can configure the print server of this product:
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1. Find out the corresponding icon of your server printer, for example, the HP
LaserJet 6L. Click the mouse’s right button on that icon, and then select the Properties
item:

HF Laserlet 6L [PCL) Properties
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2. Click the Detailsitem:

HP Laserdet 6L [PCL) Properties H |

General Detail: I Sharingl Faper I F"rintl:!ualit_l,ll Faontz I Device Dptiu:unsl

[ﬁ?’ HF Lazerlet 6L [PCL]

Frint to the following port:

FETmate: [All-in-1] ;I aAdd Port.. |
Delete Part... |

Print uzing the following driver:
HF Lazerlet 6L [PCL] ;I Mew Driver... |
LCapture Printer Part... | End Capture... |

Timeout settings

Mot zelected: zseconds

I 15
Tranzmizsion retm: I 45 zeconds

Spool Settings... | Part Settings... |

| ] I Cancel | Apply | Hel

3. Choose the “PRTmate: (All-in-1)” from the list attached at the Print To item. Be sure that the

Printer Driver item isconfigured to the correct driver of your server printer.

4. Click on the button of Port Settings:

Printer Position

Enter the Product's [P Ik,

|1E|2.1EB.123.254 Cancel

Typeinthe IP address of this product and then click the OK  button.

6. Make surethat all settings mentioned above are correct and then click the OK button.
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5.2 Configuring on Windows NT Platforms

The configuration procedure for a Windows NT platform is similar to that of Windows 95/98 except

the screen of printer Properties:

& Hewlett Packard Lazer)et EL Properlies

General Ports | Scheduling | Sharing | Securily | Devies Satiings |

{Dﬁ Hewlelt Packard Laseslet 6L

Frint ta the followsng portfs]. Documents wil paint bo the fisst free

checked par.

Pt | Deschption | Pricer j

C1LPTR Local Poat
| COM1: Local Poat J

1 COmM 2 Local Fost

| COM3: Local Poat

[ COM4; Local Paost

LI FILE: Local Poet

I ER T mate Local Past
| Fs<mate Loacal ot Hewl=it Packad L, . ;l
Add Fort,, | Delete Port | Conhgure Poit,,, I

™ Enable bidrectonal suppast
™ Enable printer pooling

[ ok ]| coaes |

Compared to the procedure in last section, the selection of Details is equivalent to the selection of
Ports, and Port Settingsis equivalent to Configure Port.
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5.3 Configuring on Windows 2000 and XP Platforms

Windows 2000 and XP have built-in LPR client, users could utilize thisfeature to Print.

You have to ingtall your Printer Driver on LPT1 or other ports before you preceed the following

sequence.

1.0pen Printers and Faxs.

® Printers and Faxes = IE_K
Bila Bt Wiew Fawribes Tooks Help B
o o ¥ Floadh [PFoldas | [T

Agfdrees 5 Printers snd Fazes * @se
"'_...P II-FI.;aEEfJEt 200 Series FOL G

) Troueshack g
£ Get help usth printry

Ot Plades

(3= Corird Pl

T Sotrran wd Conarad
L) M Dot

ﬂ My Pl e

* Hy Eonpudes
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2.Select “Ports” page, Click “Add Port...”

& HP LaserJet 2200 Series PCL 6 Pro... [?[X]

i-_Genere;I- ii_g-h;@jvancegﬂ Calor Managemert | e8|
)
E""la HF Lazerlet 2200 Series PCL B
Frint to the following part(z]. Docurments will print to the first free
checked port.
Part Description Printer |
Printer Port HF Lazenlet 2: |
O LPTZ  Printer Part
LI LPT3:  Printer Part
Ol co..  Serial Port —
Ol co..  Serial Port
O co..  Serial Port
o R -, 2 1 i
E [ Add Fort.. m Delete Port ] [ LConfigure Fort...
Ernable: bidirectional zupport
[C] Enable printer pooling
[ Ok, J [ Cancel Apply Help

3. Sdect “Standard TCP/IP Port”, and then click “New Port...”

Printer Ports

Available port bypes:

i

Standard TCPSIP Park

lew Port Type... L Mew Port... ] [ Cancel
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4.Click Next and then provide the following information:

Type address of server providing LPD that isour NAT device:192.168.123.254

Add Standard TCP/IP Printer Port Wizard

Add Port
Far which device do you want to add a port?

Enter the Printer Mame or I[P addrezs, and a port name for the desired device.

Frirter Mame or IF gddreé: | 192.168.7 23.2544'2 |

Paort Mame: | IP_192.168.123.254 ‘

¢ Back " Memst » ]’ Cancel

1. Select Custom, then click “Settings...”

Add Standard TCP/IP Printer Port Wizard |7|

Additional Port Information Required
The device could not be identified.

The device is not found on the network, Be sure that;

The device iz turmed on.

The network is connected.

The device iz properly configured.

The address on the previous page iz cormect.

[f you think the address iz not comect, click Back ta return to the previous page. Then comrect
the address and perform anather search on the network. [Fuou are sure the address iz comect,
zelect the device type below,

Device Type

OS ablaed
(%) Custom

< Back ” Mest » ]’ Cancel
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6.Select “LPR”, type” Ip* lowercase |etter in “Queue Name.”

And enable “LPR Byte Counting Enabled”.

Configure Standard TCP/IP P... [2 X

Part S ettings |

Fort Mame:

Frinter Hame or IFP Addreszz:

Frotocol

(O Baw

Raw Settings

IP_192.168.123.254

192168123254

@ LPR

Part Humber

[]5MMP Statuz Enab

_ommurty MName

e RII=E e
a1k L

Lewice [ndes

Cancel ]

PDF created with pdfFactory trial version www.pdffactory.com

69



http://www.pdffactory.com
http://www.pdffactory.com

7.Apply your settings

Add Standard TCP/IP Printer Port Wizard g‘

Completing the Add Standard
TCP/IP Printer Port Wizard

“'ou have selected a port with the following characteristics.

ShMP: Mo

Frotocal; LPR. Ip

Device: 192168123254
Fort Mame:  [P_152168123.254
Adapter Type:

To complete this wizard, click Finigh.

[ < Back ]l Finish |[ Cancel ]

¥ HP LaserJet 2200 Series PCL 6 Pro... [?|X|

M
fri}

_Generél_ Sharing: Ports | Advanced I tnlurHanagement

@
;\?ﬁ HF Lazer)et 2200 Senes PCLE

Frint to the following port(z]. Documents will print to the first free

checked port.
: Part Drezcription Frinter ~
U com4: Serial Port
{ia : Frint to File
IP_192168.123.254  Standard TCPAIP Port
[ ] FnEhleatil ) TE B Lo Auto hp des
LR Local Port
|
[[€ [ >
[ Add Part... ] [ Delete Port ] [ LConfigure Part....

[ ] Enable printer pooling
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5.4 Configuring on Unix-like based Platfor ms

Please follow the traditional configuration procedure on Unix platforms to setup the print server of this
product. The printer nameis “Ip.”

In X-Windows, for example, In Redhat Platforms,
Please follow the below steps to configure your printer on Red Hat 9.0.1. Start from the Red Hat--->

System Setting---> Printing.

% _Printer configuration - amit-test.com - X
=
o Action Test Help

& L

New Edit Delete Default  Apply

ERCERY

|Queue name leefauIt |Descr1pti0n

t'i\_é Accessories »

@ Graphics IS
Q Internet >
S;E? Office »
E_{ﬂ Preferences =
ﬁ Programming P Qﬁ Server Settings »
ﬁ Sound & Video 3 %J Add/Remove Applications

I System Seftings 3 iﬂﬂurhenrica‘rion

ég System Tools 3 |:Cb Date & Time

@ Help (W Display
=g o
L@ Home Folder ‘g Keyboard

5 Network Servers Q Language
LI Login Screen
{E:: Run Program...

& Mouse
@ Search for Files... -

©u 1 Network
[y open Recent 1 :

@ Lock Screen || configure printers
Log Out Ejlk- Security Level

‘ﬂ‘ iﬂ\l L_j Soundcard Detection |
0 % ;_] Users and Groups

Printer configuration - amit-test.com

ERCRRN
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2. Click New---> Forward.

%  Printer configuration - amit-test.com -

Action Test Help

Y

@
fi

@

Mew Edit Delete  Default  Apply

|Queue name +« |Defau|r |Descr1pric-n

hd . Add 2 new print gueue

Add a new print queue

On the following screens, you will be asked to provide basic
information for adding a new print queue. You will be able to
edit the more advanced options afterwards.

Nothing will be done to \Elur settings until you hit "Apply” on
the last screen.

‘ 3¢ Cancel | ‘ < Back M:b Eorwardﬁ

1. Enter the Pinter Name, Comments then forward.

Rd Addanewprintgueve . _=H=k3

Queue name

Please enter a name for this queue. Choose a short
name that begins with a letter and contains no spaces.

Mame: | printertest

About

If you like, you can enter a description of the printer
to help you identify it more easily.

Short description: | test]

L A Help ¥ Cancel <] Back [» Forward

=
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4. Select LPD protocol and then forward.

Add a new print gueug

Select a queue type:

Locally-connected

Jdevilp0

Metworked CUPS (IFP)

Metworked Novell (NCP)

Metworked JetDirect

Metworked Windows (SMEB)

?‘

&3 Rescan devices
1

&4 Help

B

¥ Cancel

<] Back

[» Forward

=

5. Enter Router LAN IP Address and the queue name "Ip". Then forward.

Bd Addanewprintgueve . . MN=k3
Queue type

Select a queue type: | Metworked UMNIX (LPD) 4

Server. Queue;

Router Lan |P Address Ip|

k
L A Help ¥ cancel <] Back [» Forward
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6. Select the Printer Brand and Model Name. Then Forward.

Rd Addanewprintgueve . ==k3

Printer model

Select the printer manufacturer and model. Depending
on how the remote queue is configured, you may need Motes...
to select the generic PostScript option here.

HP ad
Laser]et 2000
Laser]et 2100
Laser et 2100M A
Laser et 2200

A

4

] & Help 3 Cancel <] Back > Forward |
7. Click Apply to finish setup.
Bd Addanewprintguene 0 MY=k3
Finish, and create the new print queue
About to create the following queue:
Type: Unix Print Queue
Queue: |p@Router Lan IP Address
Printer: HP Laser]et 2200
& Help 3 Cancel <] Back Apply
| Ll

8. At last you must click Apply on the toolbox to make the change take effective.
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In Command M ode:

Linux has built-in LPR client ,You can utilize it for printing.
You can manual set it or via the tool "printtool" in X-windows.
PS: The spool name is "Ip"------ all lowercase letter.

Below is my setting.

/etc/printcap

Ip:\

:sd=/var/spool/lpd/Ip:\
mMx#0:\

:sh:\

:rm=192.168.123.254:\
rp=Ip:\ - >key point
:if=/var/spool/lpd/Ip/filter:

Then add the corresponding directory

#mkdir /var/spool/lpd/Ip
Too see the detail ,please refer to the online manual in linux.

#man printcap
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5.5 Confiquring on Apple PC

1.First, go to Printer center (Printer list) and add printer

Printer List

IP Printing &3

Printar's Addrass:

Interner address ar ONE name

™ Use default queue an server

Queus Hame:

B
S

Printar Modeal Cenearic

!".’ Cancel w Add

2.Choose I P print and setup printer ip address (router Lan ip address).
3.Disable “Default Queue of  Server.” Andfill in “ Ip ¢ in Queue name item.

4. Printer Model: Choose “General” or Printer as below.

Printer List

IP Printing E

Printer's Address:  Rguter Lan IP Address

Interner address ar DN nama
Incomplere or invalid address,
| I Use default gueue on server

Queue Mame: Ip

Printer Model: | HP ko
| Model Neme -
HP Laserlet 2100 Serics P
HP Laserjer 2200 m
HP Laserjet 3200M F1
HP Laserlet 3300/3310/3320 v

i = e J
{ Cancel {-"'lﬂcdﬂ*'-’
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AppendixA TCP/IP Canfiguration for Windows 95/98

This section introduces you how to install TCP/IP protocol into your personal computer. And suppose
you have been successfully installed one network card on your personal computer. If not, please refer
to your network card manua. Moreover, the Section B.2 tells you how to set TCP/IP vaues for
working with this NAT Router correctly.

A.1Install TCP/IP Protocol into Your PC

1. Click Sart button and choose Settings, then click Control Panel.
2. Double click Network icon and select Configur ation tab in the Network window.

Click Add button to add network component into your PC.

A W

Double click Protocol to add TCP/IP protocol.

Select Network Component Type E E |

Click the twpe of network, component pou want to install

&dd..

Cancel

Protocol iz a language’ a computer uges. Computers
muzt uze the zame protocol to communicate.

5. Sdect Microsoft item in the manufactures list. And choose TCP/IP in the Network Protocols.
Click OK button to return to Network window.
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Select Network Protocol

Click the Metwork Protocol that pou want to inztall, then click QF. IF pou hawve
E an inztallation dizk for this device, click Have Dizk.

Manufacturers: MHetwork Pratocols:
i Banyan 4 Fast Infrared Protocol ﬂ
N IEM 4 IF=/5P¥-compatible Pratocol

Y Microsaft 4 Microzoft 32-bit DLC
T Movell i Microsalt DLC
i MetBELI

¥ TCPAP

Have Disk... |
ak. I Cancel |

6. The TCP/IP protocol shall be listed in the Network window. Click OK to complete the insall
procedure and restart your PC to enable the TCP/IP protocal.

A.2 Set TCP/IP Protocal for Working with NAT Router

1. Click Sart button and choose Settings, then click Control Panel.

2. Double click Network icon. Select the TCP/IP line that has been associated to your network card

in the Configur ation tab of the Network window.

Network EHE |

Configuration I |dentification I Accesz Contral I

The following network, componentzs are installed:

S8 PCI Fast Ethernet DEC 21140 Based Adapter ;I
i MetBEUI -» Dial-Up Adapter
MetBEUI -» PCI Fast Ethernet DEC 21140 B azed Adapter
TCRAP - DialUp Adapter

Add... | Remove | Properties |

Primary Metwork, Lagon:
Client for Microzoft Metwork.s ;I

File and Print Sharing. . |

Dezcription

TCRAP is the protocol you uze bo connect to the [nternet and
wide-area networks.

(0] I Cancel
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3. Click Properties button to set the TCP/IP protocol for this NAT Router.

4. Now, you have two setting methods:
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a.  Sdect Obtain an IP address automatically in the IPAddresstab.

TCP/IP FProperties

| Bindngs | Adv |
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C. Choose Disable DNSin the DNS Configuration tab.

TCP/IP Properties |
Bindings | Advanced | NetBl0S

DMS5 Configuration I Gateway I WINS Configuration I IF Address

—{" Enable DNS

ot I [ onmait: I

S Senwen Seanet Wider

| ) ) . | orels]

Eemowe

[Wanmaft S0 Seanct Wrder

’ Fremawe

1L

Ok Cancel

B. Configure IP manually

a. Seect Specify an IP address in the IP Address tab. The default 1P address of this
product is 192.168.123.254. So please use 192.168.123.xxx (xxX is between 1 and 253)
for IPAddress field and 255.255.255.0 for Subnet Mask field.

TCP/IP Properties HE|
Bindings | Advanced | MetBI0S |

DS Configuration I Gateway I WS Corfiguration  IP Address

A P address can be automatically azzigned to thiz computer.
If pour network, does not automatically aszign I[P addreszes, azk
your nebwork administrator for an address, and then type it in
the zpace below.

" Ohtain an IP address automatically

i+ Specify an IP address:

IP ddess:  [192.168.123.115 |

SubnetMask: | 255.255.255. 0] |

Ok, I Cancel
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b. Inthe Gateway tab, add the IP address of this product (default IP is 192.168.123.254)
in the New gateway field and click Add button.

TCP/IP Properties |
Bindings | Advanced | MetBIOS

DMS Configuration  Gateway | WMS Configuration I IF Address

The first gateway in the Inztalled G ateway lizt will be the default,
The addrezs order in the lizt will be the arder in which these
machines are used.

MHew gateway:

192.168.123.254 | add |

Inztalled gatewsays:

Hemmve |

Ok, I Cancel

c. Inthe DNS Configuration tab, add the DNS values which are provided by the ISP into
DNS Server Search Order field and click Add button.

TCP/IP Properties |

Bindings | Advanced | MetBIOS
DMS5 Configuration I Gateway I WwiMS Configuration I IP Address

" Dizable DNS
¥ Enable DNS

Hast: IM_I,IEDmputer Domain: I

DMS Server Search Order
[168. 95 .192. 1] | Add

168.95.1.1 Eemowe

Domain Suffis Search Order

| Eemawe

] Cancel

1L L
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Appendix B  802.1x Setting

PC 1
(USER ) N !
5,
N
Wireless * . |
PG ] N Wired LAN
(USERB) our
| Aathancain
192.168.123.254
|
' Ruthentication Server

( Windows 2000 Radius server )
192.168.123.33

Figure 1. Testing Environment (Use Windows 2000 Radius Server)

1 Equipment Details

PC1.
Microsoft Windows X P Professional without Service Pack 1.
D-Link DWL-650+ wireless LAN adapter
Driver version: 3.0.5.0 (Driver date: 03.05.2003)

PC2:

Microsoft Windows XP Professional with Service Pack 1a.
Z-Com XI-725 wireless LAN USB adapter
Driver version: 1.7.29.0 (Driver date: 10.20.2001)

Authentication Server: Windows 2000 RADIUS server with Service Pack 3 and HotFix
Q313664.

Note. Windows 2000 RADIUS server only supports PEAP after upgrade to service pack
3 and HotFix Q313664 (You can get more information from

http://support.mi crosoft.com/default.aspx?scid=kb:; en-us;313664)

2DUT

Configuration:
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1.Enable DHCP server.

2.WAN setting: static |Paddress.
3.LAN IPaddress: 192.168.123.254/24.
4.Set RADIUS server IP.

5.Set RADIUS server shared key.

6.Configure WEP key and 802.1X setting.

The following test will use the inbuilt 802.1X authentication method such as ,EAP_TLS,
PEAP_CHAPv2(Windows XP with SP1 only), and PEAP_TLS(Windows XP with SP1 only)
using the Smart Card or other Certificate of the Windows XP Professional.

3. DUT and Windows 2000 Radius Server Setup
3-1-1. Setup Windows 2000 RADIUS Server

We have to change authentication method to MD5_Challenge or using smart
card or other certificate on RADIUS server according to the test condition.
3-1-2. Setup DUT
1.Enable the 802.1X (check the “Enable checkbox®).
2.Enter the RADIUS server IP.
3.Enter the shared key. (The key shared by the RADIUS server and DUT).
4. We will change 802.1X encryption key length to fit the variable test
condition.
3-1-3. Setup Network adapter on PC
1.Choose the IEEE802.1X as the authentication method. (Fig 2)
Note.

Figure 2 is a setting picture of Windows X P without service pack 1. If users
upgradeto service pack 1, then they can’t see MD5-Challenge from EAP
type list any more, but they will get a new Protected EAP (PEAP) option.

2.Choose MD5-Challenge or Smart Card or other Certificate asthe EAP

type.

3.If choosing use smart card or the certificate asthe EAP type, we select to

use a certificate on this computer. (Fig 3)
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4. We will change EAPtypeto fit the variable test condition.

-l Wireless Metwork Connection Properties |E|[z|

General | Wireless Networks | Authentication | Advanced

Select thiz option to provide authenticated netwaork, accessz for
wired and wirelesz Ethernet networks,

Enable network, access control using IEEE 8021

EAP type; | Smart Card or other Certificate v
kD 5-Challenge

Smart Card or other Certificate

Authenticate az computer when computer information iz available

[ Authenticate as guest when uzer ar computer infarmation is
unavailable

0] ] [ Cancel

Figure 2: Enable |EEE 802.1X access control
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Figure 3: Smart card or certificate properties

4. Windows 2000 RADIUS server Authentication testing:

4.1DUT authenticate PC1 using certificate. (PC2 follows the same test procedures.)

1. Download and ingtall the certificate on PC1. (Fig 4)

2. PC1 choose the SSID of DUT as the Access Point.

3. Set authentication type of wireless client and RADIUS server both to

EAP TLS.

4. Disable the wireless connection and enable again.

5. The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PCL. (Fig 5)

6. Windows XPwill prompt that the authentication process is success or fail
and end the authentication procedure. ( Fig 6)

7. Terminate the test steps when PC1 get dynamic IPand PING remote host

successfully.
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Certificates

Intended purpose: I <hll= b |

| Personal |0I:her People | Intermediate Certification Autharities I| Trusked Root Certificatior €

Is Issued By Expiratio... [
2 WirelessCa 2/6/2004 <MNone =

Certificate intended purposes

e

Close

Figure 4: Certificate information on PC1

* Network Connections

File

Edit  Wiew Favorites Tools  Advanced  Help 1‘

[ N b " 'l_\.l = =
\_}l Bac s l‘ﬁ‘ 7 Search U= Folders

Address (—:\, Metwork Connections

LAN or High-Speed Internet

Network Tasks

@*‘ Local Area Connection —'3~‘ Wirelpss hlebwork Conpection

Dizabled  Atkempting o aukhenticat
_f‘_ﬂ s
—==

D-Link DFE-530T% PCI Fast Bk, T Y i T M = TEpter

E Create a new
conneckion

) Set up a home or small
" office network

Figure5: Authenticating
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FEX
File  Edit ‘iew Favorites Tools  Advanced  Help l‘r

_,"’ "~_/I L? /-J:\] Search lL Folders v

Address |¢_}, Mebwark Connections

*s Network Connections

E

LA o High speed Tobeet
Network Tasks

I abmerk-aarnEckion

“ Local Area Connection it elaes - ;
"ﬁ Disabled Authentication succeeded
T A, Dk DFE-S30TXPCI Fast B, T o FImTIseon S =

El Create a new
conneckion

'_'_-; Set up a home or small
~— office netwark,

Figure 6: Authentication success

4.2DUT authenticate PC2 using PEAP-TLS.

1. PC2 choose the SSID of DUT as the Access Point.

2. Set authentication type of wireless client and RADIUS server both to
PEAP_TLS.

3. Disable the wireless connection and enable again.

4.The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC2.

5. Windows XPwill prompt that the authentication processis success or fail
and end the authentication procedure.

6. Terminate the test steps when PC2 get dynamic IPand PING remote host

successfully.

Support Type: Therouter supportsthetypesof 802.1x Authentication:
PEAP-CHAPv2 and PEAP-TLS.
Note.
1.PC1 ison Windows XP platform without Service Pack 1.
2.PC2 ison Windows XP platform with Service Pack 1a
3.PEAPIs supported on Windows XP with Service Pack 1 only.
4. Windows XP with Service Pack 1 alows 802.1x authentication only when data encryption

function isenable.
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Appendix C WPA-PSK and WPA

PC1
(USER A) A Y |
|
A\ : Wan ip-192.168.122.216
N\
Wireless ~ .

(2 | r Wired LAN
1R B DUT.A
(VSER E) | :\\\ {:}\ "
Lan ip:132.163.123.254 ) b
N

z Authentication Server
- ( Windows 2000 Radius server )
1921681221

Wireless Router: LAN IP: 192.168.123.254
WAN [P: 192.168.122.216
Radius Server: 192.168.122.1
UserA : XPWireless Card:Ti-11g
Tool: Odyssey Client Manager
Refer to: www.funk.com
Download: http://www.funk.com/News& Events/ody ¢ wpa_preview_pn.asp
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Or Another Configuration:

PC1 :
(USER A) N !
b \&\ |
Wrelessx E
PC2 ‘“ Wired LAN

(USER B)
192, 168 123.254 E

l Ruthentication Server
! ( Windows 2000 Radius server )

192.168.123.33

WPA-PSK

In fact, it is not necessary for this function to authenticate by Radius Server, the client
and wireless Router authenticate by themselves.

Method1:
1. Go to the Web manager of Wireless Router to configure, like below:

Network ID(SSID) 123kk
Channel 8 ™|
Security VWPA-PSK W
kKey Mode ASCI
Preshare Key 12345678

2. Go to Odyssey Client Manager, first choose “Network”
Before doing that, you should verify if the software can show the wireless card.
Open “Adapters”
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Odyssey Client Manager

geftings Commands Web Help

'@- Connection Sietun
The following networks are configured:
{ ¢ Profiles pr—

I

q Truzted Servers
_@ Adapters

<123k

P sutoSean Lists Properties ...

3. Add and edit some settings:

Network Properties

Metwiork

J‘_____————— e
Hﬂt—ﬂ“ﬁﬂ‘fﬂ"ﬂm]: 1123kk ____ﬂ__/_:}
I Connect to ary available network Scan ..
Description [optionall: |
Metwork bvpe: i-ﬁccaas point [infrastrscture rods] LI
Channel Hefaull chapme = |

Ciation mode: |'W"P',b. ez

seeleod L N

— fuwthentication -
I &uthenticate using profiles; | _I
I | Keiswill be geneiated automatically for data privacy
Pre- *REWP?]——_—_“‘"‘H‘K
brase: I 12345678 ot
V¥ Unmazk

| Ok I Cancel
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4. Back to Connection:
Then Select “Connect to network” You will see;

Eidyipey Chie i Manwarr
E:y

R 111 1T | O v
Hodld SLakH o o o o v 0 0 0 o o o 5 Hodia (issn j—————

Jor o Conreeclion
=l
- oDacwnents and Seetdngs «Laeldpdng 092 10B.9.24T7 « S FX1HRE] |Tr~ET [N R N |
o Pl Al by vl
Fimy ing 194 108 _H_2dY wilh d¥ hyla:: Foalalacz {: B2,
| Rt aecern |ob BTG
'?'-' Hilaan vz = Y
Control C
LI
I:,!tn".l.i.l.'sl:-:l =:h
i W MRNARAER A KREETRgRWEAT Muing I¥H LI RK.HLE —n e e
- S : . lieden Sera 2 e e
Fimyiny 1*3.168.0.246 with 38 hubes uf dokac i_‘[; "
Fopelho: a4
G0.8.248: byces=)2 time=inz TTL=Gd @ Ak Fomucik '35 Lt 12k
fimr=int TTl"h1 SRS TR 140 1=k
limmi=11m TTla=hd [ackal; vl 0 Ao

Lism-11 TTL-G4
time=1ns TTL=G2
tirc-Lnr TTL-G4 szorrect ] &
fimr=int TTl"h1
I immi =i TTla=hd
Lism-11 TTL-G4
time=1ns TTL=G2

y Freon 192 16R.0.21%: buc 2 tirc-inz TTL-G4

Method2:

1. First, patch windows XP and have to install “Service package 1”
Patch:
http://www.microsoft.com/downloads/details.aspx i splaylang=en& Familyl D=503
9efda-61e0-4c44-94f0-c25c9deDaced

2. Then reboot.

3. Setting on the router and client:
Router:
Network ID(SSID) 123Kk
Channel E W
Security VWPA-PSK
Key Mode ASCI (W
Preshare Key 12345678
Client:

Go to “Network Connection” and select wireless adapter.
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Choose “View available Wireless Networks” like below:
Advancedax choose “123kk”

. E”§| 123kk properties
W’Feless Metwarks Advanced| Azzociation ! Authentication |

| General
se Windaws to configure my wirsless network. settings Metwark name [S510]: | 1 |

Awailable networks: Wirelzzs netwark key

To connect to an available netwark, click Configure.

1 dale 2l Configure

Tequires a key far the following:

i amit] 1 etwork Authentication: | WRLA-PSE w |
& JOYCE be | ata encmyphion: | TKIP P
Preferred networks: M etwark, key: |
Automatically connect to available networks in the order listed
below: Confirm netwark ke |uuuu |
1 123kk tove up

M ove dawn

’ dd l[ R— l[ Properties l The key iz provided for me automatically

Learn sbout setting up wireless network This is & computerto-computer (ad hac) network wirsless
configuration. access poinks are not Lsed
[ ok ][ cance | [ ok ][ cancel |
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WPA:

For this function, we need the server to authenticate. This function is like 802.1x.

PC1
(USER A) b Y |
\ |
& I Wan ip:192.168.122.216
N
Wireless ~ . ¢
PC2 \ ot Wired LAN
(USER B)
Lan ip: 192168 123 254 E

Authentication Server
( Windows 2000 Radius server )

192.168.122.1

The above is our environment:

Method 1:

1. The UserA or UserB have to get certificate from Radius, first.
http://192.168.122.1/certsrv

account : fael

passwd : fael

Connect to 192.168.122.1

5

Connecting ko 192.165.122.1

User name: |ﬁ | v| o

Password: | |

[ 1remember my passwaord

[ o4 J[ Zancel ]

2. Then, Install this certificate and finish.
3. Go to the Web manager of Wireless Router to configure, like below:
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Metwork IDESSI00 1123k

Channel |8 |[w

Security T

RADILS Senver P 1921681221 |
RADIUS port 812 |
RADIUS Shared Key gmstra |

4. Go to Odyssey Client Manager, choose “Profiles” and Setup Profile name as “1”

Add Profile

Frofile name: J1

Uzer Infa }.ﬁ.utbenticatiuni TTLS Settings | PEAP Settings

ﬂ Login name: Jfae‘l

- Pazswond -
¥ Permnit login using password

" uze Windows pazzword
" prompt for pazzword
o uze the following password:

]fae1

v Unmask

- Certificate -

W Permit login uzing my certificate:

fael

Wi .. ‘ Browse ... ‘

] | Cancel |

Login name and passwd are fael and fael.
Remember that you get certificate from Radius in Stepl.

95

PDF created with pdfFactory trial version www.pdffactory.com



http://www.pdffactory.com
http://www.pdffactory.com

5. Then Choose “certificate” like above.

select Certificate

Personal Certificates 1

lssued To Issued By J E

FEE B
| | |
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6. Then go to Authentication and first Remove EAP/ TLS and Add EAP/TLS again.

Edit Profile Properties

Frofile name: |-I
User Info Authentication | TTLS Settings | PEAP Settings |

Authentication protocaolz, inorder of preference:
EAP/TLS 2| ¥|
&dd .. |
Bemove |

¥ Walidate server certificate

E. Cancel
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7. Go “Network” and Select <“1” and ok

Network Properties

i Mebwark,

Metwork name [SS10; 11 23kk

[T Connect to any available network

Dezcription [optional]; |

M etwork, type: ].-ﬁ-.n::n::ess paint [infrastructure mode]

Azzociation mode;

Encroption method: 1 TEIP

i~ Authentizat

v Authenticate uzing profile:

W Eeys will be generated aufomatizally for data privacy

i~ Pre-shared kep [WRA) -

|

ok | Cancel
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8. Back to Connection and Select “123kk.
If successfully, the wireless client has to authenticate with Radius Server, like below:

Haimcrh

Plabood nane g5l [12580

™ Comwsend in ary avslabls nehwxk

Dascriphon [opioral
LES

Er2ecciation wode:

Ererpionmmigd

ALfthankic alien
b Ay raricme uiing
W Eaps vl be panesd

Fro-sharmd Ray (wPd]

Odyreey Chient

“iou e sbout In suthenticats b an uninited seed
T tesmineste oommsunicsion, pess ol
To sl g Bher rereer preas [Vex]
T permsreriie st this seree_chenk. “add tis nnted senesr b

E —

"II"#'Hilmk-.
_“.h,u;. Scan Lek

'@-Cimrilm

o cltabinsa’ wrd peads [iasf

depien
Adogder bre - paelasl

F Cgraect o naimcl

Cormsct mlansion
Bty

Elspasd hne:

Mtk (5310]
Brrwsy poant

Fackelz nfout

Rscornast

THET1730 wLAN Acapie b

Codificale cheat
el
s THE R, o 0 [

fe cizze -
Scag
sathendnstng L
Painanent et
123k ;
a0 SRR ik thie Wusted s ko e det ke
Serom nome st e ey
Rypartcas | | ] &, =2

Frooesd tn muthentionts wih i s

it

q@_ﬂ: e, Canmnsnlon
Aclaphay [THETT 130 WLAN Begiar
E Prcties St o whaleis
1_* P ¥ Cornect mnavnd:  |ab c17%%:
.n.#urcﬁcm Lz i —
_Eifiresnian infonmaton
(S ToiedSonen st a0 subarieated
Elappid fira: -
@:“’W"‘ etk (E50} b= T
Sapomen ponk HHECHE-OMEF FR
Parckts infout 12673 £ 13508
Aeconred Pl e o

Method 2:

1. The UserA or UserB have to get certificate from Radius,first.
http://192.168.122.1/certsrv

account:fael

passwd:fael
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Connect to 192.168.122.1

[l

Connecting ko 192.165.122.1

Lser name: | L <8 e |

Password: | |

[ 1remember my passwaord

L o4 ,][ Zancel ]

2. Then Install this certificate and finish.
3. Setting on the router and client:

Router:
Network ID(S5I0) 123Kk
Channel g |w
Security HMPA L
802.1X Settings
RADILS Senver P 1921681221 |
RADIUS port 1812 |
RADIUS Shared Key |costra |
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Client:
Go to “Network Connection” and select wireless adapter.

Choose “View available Wireless Networks” like below:

Advanceda choose “123kk”
Select “WirelessCA and Enable” in Trusted root certificate authority:

Connection 4 Properties

?X

Smart Card or other Certificate Properties

‘i_ﬁ ﬂgﬂ_i Authentication !_-Advanced !

; : : ; L ting:
Select thiz option to provide authenticated network. access for BT S

wired and wirelass Ethermet networks. ) Use my smart card
(%) Use a cerificate on this computer

fiable network, access control using IEEE 802,15

. Sl o
- | Smart Card or other Certificate b | il ceerienzatiat

[] Connect only if server name ends with:
Gamd|| |
- !

Trusted root certificate authariby

Authenticate as computer when computer information is available |

[ Autherticate az guest when uzer ar computer information is e S et e o Shiar,
unavailable =

[ Ok l[ Cancel ]

Aissociation | Authentication |

Uze Windows to configure my wireless netwaork, settings Metwark name (5510 |

Aualable networks: Wireless network key

To connect o an available netwark, click Configure. e

1 dale | Configure
1 amit Tl
i Jovee 3

Prefemed netwarks: Metwark key: | |
Avtornatically connect to available netwarks it the order listed

etwark. Authentication:

ta encryption:

below:
1 123kk arve up
Maove down
[ Add... ][ Remove l[ Properties ]
Learn about zetting up wireless network Thiz iz uter [ad hoc) netwark
configuration, ACCens [

Ok ] [ Cancel ] [ Ok ] [ Carcel

Then, if the wireless client wants to associate, it has to request to authenticate.
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Appendix D FAQ and Troublesheoting

Resat to factory Default

There are 2 methods to reset to default.

1. Restore with RESET button

First, turn off the router and press the RESET button in. And then, power on the router and push the RESET button
down until the M1 and or M2 LED (or Status LED) start flashing, then remove the finger. If LED flashes about 8

times, the RESTORE process is completed. However, if LED flashes 2 times, repeet.
2. Restore directly when therouter power on

Firg, push the RESET button about 5 seconds (M1 will start flashing about 5 times), remove the finger

. The RESTORE process is compl eted.
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